Patent 

Serial No. 10/557,628 
Amendment in Reply to Final Office Action of February 18, 2010 

Amendments to the Claims 

This listing of claims will replace all prior versions, and listings, of claims in the 

application: 

Listing of Claims: 

1. (Currently amended) A method of generating authentication data for authenticating a 
physical object^ the method comprising acts of: 

measuring the object to generate a property set ^of the object using a 
measurement procedure; 

defining criteria; 

creating a robust property set J- of the object from the measured property set ¥-that 
meet a predetermined robustness criterion; 

creating a reduced property set A-from the robust property set , the robust property 
set I that includes less information on the actual properties of the object than the measured 
property setP£, wherein the criteria guides the creating acts ar o gu i d e d by a cr i t e ria ; 

generating a control value V-in dependence on properties of the reduced property 
set-A; and 

storing the authentication data including the control value V-and the criteria that 
guides the creating acts together as th e gen e rat e d authent i cat i on data to on a storage 
device, 

wherein the criteria that is stored as a portion of the authentication data is not a 
member of property sets utilized for generating the stored control value- V and the criteria 
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that is stored as a portion of the authentication data is used for generating an 

authentication control value that is compared to the stored control value for authenticating 

the object . 

2. (Currently amended) The method as claimed in claim 1, wherein the act of creating the 
reduced property set A-includes performing a contracting transformation that transforms 
given ranges of input properties to corresponding output values guided by the criteria. 

3. (Previously presented) The method as claimed in claim 2, wherein the contracting 
transformation transforms a property to a binary number representative of whether the 
property has a positive or negative value. 

4. (Currently amended) The method as claimed in claim 1, wherein the act of creating the 
reduced property set A-includes an act of selecting only a subset of the robust property set 
^guided by the criteria. 

5. (Currently amended) The method as claimed in claim 4, i nc l ud i ng an the act of cr e at i ng 
defining the criteria for contro lli ng th e se le ct i on of the subs e t of th e robust prop e rty 
setcomprising an act of defining the criteria based on properties of the property set . 

6. (Currently amended) The method as claimed in claim 5, includ i ng an the act of cr e ating 
defining criteria comprises acts of defining criteria based on respective authentication 
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applications, wherein different respective authentication applications have different defined 

unique criteria. 

7. (Currently amended) The method as described in claim 1, wherein th e predetermined 
robustn e ss criter i on i s bas e d on a signa l to no i s e rat i o of the measured properties and the 
act of creating the robust property set Hncludes an act of performing a transformation Pon 
the property set ¥~to create two-disjunct first and second robust property sets ^ and l a 
where a signal to noise ratio of properties of the first robust property set l^are estimated to 
be higher than a signal to noise ratio of properties of the second robust property set A l^and 
wherein the first robust property set Ms used as the robust property set-4. 

8. (Currently amended) The method as claimed in claim 7, wherein the transformation f— is 
a linear transformation that converts a vector representing the property set ¥-to a vector 
with components Sj-representing the robust property set4, where each vector component a* 
is independent of the other vector components (j *i) and wherein the vector components 
are sorted according to an estimated signal to noise ratio. 

9. (Currently amended) The method as claimed in claim 7, including the act of creating the 
transformation f-in dependence on a statistical property of the measurement procedure. 

10. (Currently amended) The method as claimed in claim 9, wherein the statistical property 
includes a covariance matrix derived from estimated properties X-of the object and a 
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corresponding statistical distribution F-determined during the measuring of the prop e rty s e t 
¥ object . 

11. (Currently amended) The method as claimed in claim 7, including an act of deriving a 
threshold from a noise level in the m e asur e d generated property set and assigning created 
properties with an absolute value larger than the threshold to the first robust property set4i. 

12. (Currently amended) The method as claimed in claim 1, wherein the act of cr e at i ng 
generating the control value V-includes acts of: 

converting each property of the reduced property set A-into a binary digit, and 
performing a cryptographic function on a combination of the binary digits. 

13. (Previously presented) The method as claimed in claim 12, wherein the cryptographic 
function is a one-way function. 

14. (Currently amended) A computer program stored on a computer readable persistent 
memory device and operative to execute on a general purpose processor for generating 
authentication data for authenticating a physical object, the computer program being 
operative to cause a processor to: 

measure the object to generate a property set ¥-of the object using a measurement 
procedure; 

create a robust property set 4 -of the object from the measured property set ¥-that 
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meet a predetermined robustness criterion; 
define criteria; 

create a reduced property set A-from the robust property set A Mhat -the robust 
property set includes less information on the actual properties of the object than the 
property set-^, wherein the criteria guides the creating acts ar e gu i d e d by a critoria ; 

generate a control value V-in dependence on properties of the reduced property set 

A; and 

store the authentication data including the control value V-and the criteria together 
as th e g e n e rat e d auth e nt i cation data to on a storage device, 

wherein the criteria W -that is stored as a portion of the authentication data that 
guides the creating acts is not a member of property sets utilized for generating the stored 
control value- V and the criteria that is stored as a portion of the authentication data is used 
for generating an authentication control value that is compared to the stored control value 
for authenticating the object . 

15. (Currently amended) A method of authenticating a physical object; the method 
comprising acts of: 

measuring the object to generate a property set ¥— of the object using a 
measurement procedure; 

creating a robust property set J -of the object from the measured property set ¥-that 
meet a predetermined robustness criterion; 

creating a reduced property set A-from the robust property set A I that the robust 

NL030552-aaf-04-12-10.doc g 



Patent 

Serial No. 10/557,628 
Amendment in Reply to Final Office Action of February 18, 2010 

property set includes less information on the actual properties of the object than the 

property set-¥; 

generating a- an authentication control value V'-in dependence on properties of the 
reduced property set-A, 

retrieving from a persistent storage device authentication data including a control 
value V-and a-criteria , the authentication data is that has b ee n generated for the physical 
object during an enrollment , wh e r e in th e act of retr ie ving compr i s e s an act of retri e ving the 
contro l value V and tho cr i t o ria tog e th e r from a storag e devic e , and wher e in th o cr e at i ng 
acts are guided by the criteria,-af»4 wherein the criteria that is retrieved as a portion of the 
authentication data guides the creating acts and is not a member of property sets utilized 
for generating the retrieved and authentication control values-NA-V' and the criteria that is 
retrieved as a portion of the authentication data is used for generating the retrieved control 
value and for generating the authentication control value : and 

authenticating the physical object if there is a predetermined correspondence 
between the generated authentication control value V'-and the retrieved control value-¥. 

16. (Currently amended) A computer program stored on a computer readable persistent 
memory device for authenticating a physical object, the computer program being operative 
to cause a processor to: 

measure the object to generate a property set ¥-of the object using a measurement 
procedure; 

create a robust property set J- of the object from the measured property set ¥4hat 
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meet a predetermined robustness criterion; 

create a reduced property set A-from the robust property set A I that the robust 

property set includes less information on the actual properties of the object than the 

property set-¥; 

generate a -an authentication control value V'-in dependence on properties of the 
reduced property set-A, 

retrieve from a storage device authentication data including a control value V-and a 
criteria , the authentication data is that has b ee n generated for the physical object during an 
enrollment, wh e rein th e contro l valu e V and th e cr i t e r i a are r e tri e ved tog e ther from a 
storage d e v i ce, whoroin tho creat i ng the property sot I and th e property set A ar e gu i ded by 
th e cr i t e ria, and w herein the criteria that is retrieved as a portion of the authentication data 
is not a member of property sets utilized for generating the retrieved and authentication 
control values-Vr-V' and the criteria that is retrieved as a portion of the authentication data 
is used for generating the retrieved control value and for generating the authentication 
control value ; and 

authenticate the physical object if there is a predetermined correspondence between 
the g e nerat i ng a generated authentication control value V-and the retrieved control value 
V. 

17. (Currently amended) A system for authenticating a physical object^ the system 
inc l ud i ng an enro ll ment d o v i c o , an auth e nt i cation d o v i c e , and comprising: 
a storage for storing authentication data; 
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the-an enrollment device i nc l uding: an i nput for 

r e c ei ving measuring the object to generate a property set ¥-of the object 
m e asur e d using a measurement procedure x ; a proc e ssor for 

creating a robust property set J-from the measured property set ¥-that meet a 
predetermined robustness criterion^ 

defining criteria, 

creating a reduced property set A-from the robust property set A I that t he 
robust property set includes less information on the actual properties than the property set 
¥, wherein the criteria guides the creating the robust property set J-and the reduced 
property set A A ar e gu i d e d by a cr i t e r i a; and 

generating a- an enrollment control value V-in dependence on properties of 
the reduced property set A-and the criteria^ and 

an output for supp l ying storing the authentication data including the 
enrollment control value ¥-and the criteria to -together on the storage tog e th e r as th o 
authenticat i on data ; 

the-an authentication device i nc l ud i ng: an i nput for 

receiv i ng a measuring the object to generate an authentication property set ¥' 
of the object m e asured using a measurement procedure, and for 

rec ei ving retrieving the authentication data including the enrollment control 
value V-and the criteria together from the storage^ 

creating a -an authentication robust property set I'-from the measured property 
set ¥'-that meet meets a predetermined robustness criterion A Hef 
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creating a- an authentication reduced property set A'-from the authentication 
robust property set A I'-toat -the authentication robust property set includes less information 
on the actual properties of the object than the authentication property set-Y', wherein 
criteria that is retrieved from the storage guides the creating the authentication robust 
property set I'-and the authentication reduced property set-A' ar e guid e d by th e cr i t e r i a ;-fef 

generating a- an authentication control value V'-in dependence on properties 
of the authentication reduced property set-A', wherein the criteria that is retrieved from the 
storage as a portion of the authentication data is not a member of the property sets utilized 
for generating the enrollment and authentication control values V, V; and for and is used 
for generating the retrieved enrollment control value and for generating the authentication 
control value, 

authenticating the physical object if there is a predetermined correspondence 
between the gen e rat e d retrieved authentication control value V— and the r e tri e v e d 
enrollment control valued and 

an output for issuing a signal indicating whether or not the physical object has 
been authenticated. 

18. (Currently amended) An authentication device for authenticating a physical object, the 
authentication device comprising: 

an input for receiving a property set ¥-of a physical object measured using a 
measurement procedure and for r e ceiv i ng a authentication data including an enrollment 
control value V-and a-criteria together from a storage; 
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a processor for 

creating a robust property set J-from the measured property set ¥-that mee* 
meets a predetermined robustness criterion^ 

fe^creating a reduced property set A-from the robust property setj. I that the 
robust property set includes less information on the actual properties of the object than the 
property set-¥, wherein the criteria that is received as a portion of the authentication data 
guides the creating the robust property set J-and the reduced property set A A ar e guid e d by 
th e cr i t e ria; 

fe^generating a- an authentication control value V'-in dependence on 
properties of the reduced property set A Af and 

fof— authenticating the physical object if there is a predetermined 
correspondence between the generated authentication control value V'-and the retrieved 
enrollment control value-V, wherein the criteria that is received as a portion of the 
authentication data is not a member of the property sets utilized for generating the 
authentication control value-V' and the criteria that is received as a portion of the 
authentication data is used for generating the enrollment control value and the 
authentication control value ; and 

an output for issuing a signal indicating whether or not the physical object has been 
authenticated. 

19. (New) The method as claimed in claim 1, wherein the act of creating the robust 
property set of the object comprises an act of adapting the criteria until the robust property 
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set includes a predetermined number of properties, wherein the act of storing the 
authentication data comprises an act of storing the adapted criteria that guides the 
creating acts. 

20. (New) The method as claimed in claim 1, wherein the physical object includes the 
persistent memory device and the act of storing the authentication data comprises an act of 
storing the authentication data in the physical object. 
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